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Abstract. This article introduces IOTPAY, a decentralized autonomous payment 

system designed to address the growing need for secure, scalable, and low-cost 

microtransactions in the Internet of Things (IoT) ecosystem. IOTPAY leverages 

Web3.0 technologies to facilitate trustless, peer-to-peer payments between de-

vices and stakeholders, with applications ranging from EV charging to logistics. 

The system integrates smart contracts, embedded wallets, a layered public key 

infrastructure, and user-friendly Web/Mobile interfaces. We detail the system ar-

chitecture, use cases, and core functionalities, along with ecosystem feedback 

from stakeholders. The approach is aligned with global sustainability, interoper-

ability, and human-centric principles promoted by the NGI Sargasso initiative. 
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1 Introduction 

In the rapidly evolving Internet of Things (IoT) landscape [1] [2] [3], billions of 

devices increasingly need to autonomously transact value with minimal human inter-

vention. Traditional payment systems, however, are ill-suited for machine-to-machine 

(M2M) microtransactions due to reliance on intermediaries, high fees, lack of automa-

tion, centralization risks, and latency [5] [6]. These frictions impede scenarios like 

smart appliances buying energy or autonomous vehicles paying (or being paid for) ser-

vices on the fly. To address these challenges, IOTPAY is proposed as a decentralized, 

blockchain-based payment solution tailored for IoT devices, integrating cutting edge 

Web3.0 technologies in its architecture. IOTPAY leverages blockchain smart contracts 

and decentralized identity to facilitate autonomous M2M payments. Each device in 

IOTPAY is provisioned with an embedded wallet and a decentralized identifier (DID), 

allowing it to authenticate and transact without centralized oversight. Smart contracts 

are employed to enforce transaction conditions and execute payments automatically 

once predefined criteria are met (for example, releasing funds only after a service is 

delivered). IOTPAY enables devices to send and receive payments securely, at high 

speed, and with negligible fees, removing third-party payment processors, thereby re-

ducing costs and delays while improving reliability. By providing a secure and cost-
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efficient payment infrastructure, IOTPAY aims to unlock new IoT business models 

where devices routinely trade resources (energy, data, services) in real time.  

2 State of the art 

The intersection of Web3.0 and IoT has recently emerged as a promising approach to 

enable decentralized, secure, and efficient transactions among autonomous devices. 

Gugueoth et al. [5] comprehensively reviewed blockchain-based techniques for IoT, 

highlighting significant advantages such as enhanced security, reduced dependency on 

intermediaries, and increased transparency. They also pointed out scalability and per-

formance challenges, which remain crucial areas of ongoing research. In terms of IoT 

identity management, the World Wide Web Consortium (W3C) developed standards 

for DIDs [8] and Verifiable Credentials (VCs) [9]. These standards provide a robust 

framework for device authentication and authorization, essential for ensuring trustwor-

thiness and reducing risks associated with device impersonation and data breaches. 

In the context of electricity trading, Lundqvist et al. presented an early application 

of blockchain technology specifically targeting microtransactions between IoT devices, 

demonstrating technical feasibility [17]. This solution relied specifically on Bitcoin 

Lightning Network, which presented several notable weaknesses. The necessity to pre-

fund channels restricted flexibility and scalability, especially in scenarios requiring dy-

namic, spontaneous transactions typical of IoT. Lastly, reliance on trusted watchtower 

services introduced potential points of centralization, undermining the principles foun-

dational to blockchain technologies. Focusing on EV charging, Chanthong et al. ex-

plored blockchain-based smart contract payments, providing valuable insights into pro-

cess automation achievable through decentralized payment infrastructures, though their 

framework lacked comprehensive scalability assessments, potentially limiting applica-

bility in large-scale deployments [18]. Additionally, their system did not fully address 

transaction latency and network congestion issues, critical for real-time IoT use cases. 

Such advancements underline the importance of integrating robust identity and cre-

dentialing systems within blockchain-based IoT solutions to enhance trust and opera-

tional security. However, challenges persist, particularly concerning transaction scala-

bility and gas optimization. Rahman et al. [7] critically analyzed scalability and empha-

sized the need for innovative approaches such as DAG ledgers, transaction aggregation 

and feeless protocols, which are central to IOTPAY's architectural design. 

3 System Architecture 

3.1 Overall Design 

The IOTPAY system is composed of blockchain-based smart contracts, embedded de-

vice wallets, and supporting off-chain infrastructure that together enable trustless, au-

tonomous payments among IoT devices. Figure 1 illustrates the high-level architecture, 

highlighting how IoT devices, users, and services interact. At its core, IOTPAY treats 

each IoT device as an independent economic agent with a cryptographic identity and 
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wallet. This empowers devices to initiate or receive payments directly, without funnel-

ing transactions through centralized brokers or cloud platforms. 

 
Figure 1- IOTPAY General Architecture 

3.2 Key Components 

The architecture consists of several functional components working in concert: 

• Embedded Wallets in IoT Devices (components 1&2 in Figure 1): Each device is 

equipped with an on-board digital wallet (software or secure hardware module) capable 

of generating cryptographic signatures and managing cryptocurrency or token balances. 

The wallet allows the device to store, send, and receive payments directly on the block-

chain network. By integrating the wallet at the edge, devices can participate in transac-

tions without relying on external payment gateways or user phones. This also enables 

devices to manage their own DIDs and associated credentials, as discussed later 

• Decentralized Public Key Infrastructure (DPKI) (components 3&6 in Figure 1): 

To establish trust in device identities, IOTPAY implements a decentralized PKI tailored 

for IoT. Each device has a DID registered on-chain. The blockchain consensus serves 

as the source of truth for identity data, making device identity tamper-resistant and ver-

ifiable by any participant. This component ensures that only authorized devices can 

engage in transactions, mitigating spoofing or unauthorized access. This identity and 

credential layer is inspired by prior work developed within the DID-IMP project [14], 

which demonstrated the feasibility of trustless authentication and risk-based trust scor-

ing in IoT ecosystems. 

• Smart Contracts (Payment and Credential Contracts) (component 6 in Figure 

1): IOTPAY uses a suite of Ethereum-based smart contracts to automate transactions 

and credential management. A central Payment Contract encodes the business logic 
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between devices and services. For example, it can hold payment terms (price, condi-

tions) and escrows funds until both a device and service provider fulfill their obliga-

tions. Smart contracts ensure that payments execute only when predefined conditions 

are met, eliminating the need for manual oversight or trusted intermediaries. In addi-

tion, an IoT Device Management contract handles creation and revocation of DIDs for 

devices and actors, and a Signature contract (implementing EIP-712 [15]) standardizes 

structured transaction signing and verification across heterogeneous wallets. 

• Feeless Transaction Protocol (components 4-5-6 in Figure 1): A critical require-

ment for IoT microtransactions is minimizing or eliminating fees, which can otherwise 

dwarf the payment value. IOTPAY addresses this through a combination of design 

choices. First, it employs a blockchain network and token optimized for low fees; in 

our prototype we use an Ethereum-compatible network with batched transactions and 

sponsor-based fees. A dedicated Transaction Server in the architecture aggregates de-

vice requests and submits them on-chain in batches to amortize gas costs. Second, 

IOTPAY’s off-chain protocols allow frequent interactions to occur off the main chain, 

recording only final settlement states on-chain. This approach is inspired by layer-2 

scaling and DAG-based ledgers (e.g., Convex’s lattice [16]) that achieve near-zero-cost 

transfers. Third, the execution of the payment transaction can be delegated to a specific 

account, thus preventing the risk of the IoT device's account running out of gas. By 

leveraging such techniques, IOTPAY enables feeless or negligible-cost payments, mak-

ing even sub-cent micropayments economically viable. This is a significant improve-

ment over traditional payment rails where fees render small transactions impractical. 

• User Interface Components (component 7 in Figure 1): While devices transact 

autonomously, human users (e.g. device owners or service managers) require interfaces 

for oversight and configuration. IOTPAY provides a web dashboard and a mobile dApp 

for users to register devices, configure payment rules, and monitor transactions in real 

time. Through these interfaces, an IoT devices fleet operator can, for instance, set 

spending limits for a device or view its payment history. The UI communicates with 

the smart contracts and off-chain database, presenting a coherent view of on-chain data 

(balances, credentials, DIDs) and off-chain logs. 

3.3 Protocol 

When an IoT device comes online in IOTPAY, it undergoes an onboarding process. 

The device (or its owner via the UI) generates a DID document containing the device’s 

public keys, which is then registered on-chain. The device’s embedded wallet is funded 

with an initial token balance (or given a channel for payments). To authorize a device 

to consume a paid service, a user (service manager) can create a Payment Credential 

(PC) via the IOTPAY dApp. This PC is essentially a VC that links the device, the 

service, and a payment policy (e.g., “Device X may spend up to 10 tokens on Service 

Y per day”). The creation of a PC triggers the Payment Contract to record this credential 

on-chain, optionally co-signed by the service provider for mutual consent. Devices can 

similarly obtain Service Credentials (SC) proving their supplier rights for a service 

linked with a supply policy. Both PCs and SCs are implemented as VC anchored on-

chain (with hashes or IDs recorded in the contracts for integrity).  
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Figure 2- IOTPAY Protocol below describes the protocol of operations. Once cre-

dentials are in place, an authorized device can initiate a payment transaction to a service 

device or provider. It does so by signing a transaction (off-chain) containing a reference 

to the relevant payment credential and the payment amount, then sending it (via the 

transaction server) to the IOTPAY Payment Contract. The contract verifies the device’s 

signature and credential validity using the DID and credential registries. If the condi-

tions are satisfied (e.g., the credential is valid, not expired or revoked, and the payment 

amount does not exceed allowed limits), the smart contract transfers the funds to the 

service provider’s account in a feeless operation. Thanks to on-chain enforcement, the 

payment will only succeed if all criteria check out, providing assurances to all parties. 

IOTPAY thus serves as a trust intermediary replaced by code: it ensures “autonomous 

payments happen correctly or not at all,” which is essential in a machine-driven eco-

system. 

 
Figure 2- IOTPAY Protocol 

Off-chain components complement this flow by handling data that is impractical or 

too costly to store on-chain. For example, detailed service-level logs, large sensor data 

related to a transaction, or audit trails are kept in a distributed storage (such as IPFS or 

a secure database) and referenced by hashes on-chain. This design maintains transpar-

ency and verifiability (through hash linking) while keeping blockchain transactions 

lightweight [7].  

4 Security and Enforcement Mechanism 

IOTPAY addresses security, trust, and compliance through a combination of crypto-

graphic techniques and an automated enforcement. 

4.1 Decentralized Identity and Credentials 

IOTPAY’s use of W3C Decentralized Identifiers and VC is central to its security model 

[8] [9]. Every actor (IoT device, service provider, IoT fleet manager) is assigned a DID, 

which is a globally unique identifier anchored on the blockchain. The benefit is twofold: 

(1) censorship resistance – no single authority can revoke or fake a device’s identity; 
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(2) uniform trust model – any participant can validate a DID’s authenticity via block-

chain consensus. 

Building on DIDs, IOTPAY issues VC to represent permissions and other claims. A 

Payment Credential (PC) as described earlier is a type of VC that authorizes an IoT 

device to make payments under certain terms. Likewise, a Service Credential proves a 

device’s entitlement to supply a service with a specific policy. These credentials are 

digitally signed by the issuer (e.g., a fleet manager or service provider) and, when re-

quired, co-signed by a counterparty, making them tamper-evident and trustable. The 

smart contracts serve as credential verifiers – upon each transaction, the contract 

checks the credential’s signatures and status (valid or revoked) before proceeding. Cre-

dential revocation is also handled through the blockchain: an issuer can revoke a cre-

dential by updating its status in the contract (for example, if a device is compromised 

or a subscription ends). 

One challenge in a decentralized credential system is ensuring issuers of credentials 

remain honest. Since any authorized party can issue a PC or SC to a device (within their 

domain), there is a risk of mis-issuance or fraud (e.g., a malicious service provider is-

suing fake service credentials to siphon funds). The DID-IMP component addresses the 

issues in digital identity by introducing the DID Risk Assessment Model (DID-RAM) 

[14]. DID-RAM continuously monitors credential issuers’ behavior (e.g., the rate of 

credential revocations, anomalies in issuance patterns) and computes a trust score for 

issuers, combined with anomaly detection to flag possible fraud. If an issuer’s trust 

score falls below a threshold – for instance, an IoT service that is issuing an abnormally 

high number of credentials in a short time – automated enforcement can be triggered to 

restrict that issuer.  

Metric Value (Sepolia Testnet) 

Fraud Detection Rate 94.5% 

False Positives 2.3% 

Trust Score Update Latency < 2 seconds 

Table 1 DID-RAM performance example 

4.2 Cryptographic Protocols 

All transactions in IOTPAY require cryptographic signing by the initiating device or 

actor. We adopt the EIP-712 standard [15] for structured data hashing and signing, 

which prevents certain attacks like transaction replay or parameter tampering by ensur-

ing the signed message explicitly encodes the transaction intent. IOTPAY verifies sig-

natures on-chain, ensuring that only rightful transactions are authorized. This is crucial 

because IoT devices could be physically accessible to attackers – using strong signa-

tures (with hardware-secured private keys where possible) provides non-repudiation 

and security even if network traffic is intercepted or the device firmware is compro-

mised. 

The privacy of transactions is also considered. By default, IOTPAY uses pseudony-

mous blockchain accounts for devices (their DIDs are not directly linked to real-world 

identities on-chain). However, IoT transactions could still potentially be analyzed via 
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public blockchain data. To mitigate this, one could integrate privacy-preserving tech-

niques such as zero-knowledge proofs or the use of privacy-focused sidechains so that, 

for example, energy trading between two devices does not reveal sensitive business 

information to competitors. Such additions are outside the initial scope of IOTPAY but 

are noted as future enhancements to align with privacy requirements. 

4.3 Automated Enforcement 

The final pillar of IOTPAY’s security is the automated enforcement of payment condi-

tions and constraints through smart contracts – essentially encoding the “rules of en-

gagement” that all devices must follow. This includes enforcing rate limits (e.g., a de-

vice cannot spend more than X tokens per hour as per its credential), enforcing service-

level checks (e.g., payment is released only if a service confirmation is posted by the 

provider device), and preventing unauthorized entities from injecting transactions. All 

these are handled by contract logic, providing a deterministic, real-time enforcement 

of rules that would be difficult to achieve through manual or off-chain means. In 

IOTPAY, if any rule is violated or a credential is invalid, the contract will reject the 

transaction and emit an event for logging. Moreover, events from contracts (such as a 

device exceeding a usage quota) can trigger off-chain alerts via the middleware, noti-

fying stakeholders or other systems to take action (for example, alert an operator or 

update a device’s status in an ERP system). By blending on-chain enforcement with 

off-chain analytics and notifications, IOTPAY achieves a robust security posture: basic, 

quantifiable rules are enforced with the finality of blockchain transactions, while more 

complex analyses (e.g., fraud detection using AI on usage patterns) can be done off-

chain and then fed back into on-chain controls. 

5 Use Cases and Ecosystem Integration 

To demonstrate IOTPAY’s capabilities, we consider two representative use case sce-

narios. Each scenario involves IoT devices performing autonomous transactions in a 

decentralized fashion, highlighting different aspects of the system. 

5.1 Electric Vehicle Battery Swaps 

Electric vehicles (EVs) introduce new opportunities for IoT-based payments, particu-

larly with innovative models like battery swapping and decentralized charging. In a 

battery swapping service, instead of waiting to charge, a driver can exchange a de-

pleted battery for a charged one at an automated station. This service involves several 

IoT devices: the car, the battery and the swapping station. This could be an interesting 

use case for IOTPAY, making this exchange frictionless and secure. 

Once the station confirms that a fresh battery was successfully installed and the old 

battery is received, it triggers the contract to finalize the payment to the station’s ac-

count. If something goes wrong (e.g., the new battery fails to activate), the contract can 

cancel the payment, ensuring the driver isn’t charged erroneously. This conditional pay-

ment flow is facilitated entirely by smart contracts reacting to IoT signals. 

The entire battery swap and payment can be done in minutes. Integrating IOTPAY 

would allow the payment to happen in parallel with the physical swap, so the moment 
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the new battery is in, the driver can just drive off, with payment settled. The immuta-

bility of the blockchain record gives both the station operator and the EV owner a trust-

worthy receipt of the transaction, which can be useful for audits or warranty claims on 

the battery. 

From a security standpoint, IOTPAY ensures that only authorized swap stations and 

vehicles transact thanks to mutual authentication. The DID-IMP layer prevents a mali-

cious device from impersonating a swap station to siphon payments, and the require-

ment for station authentication protects the vehicle owner from rogue actors. The car 

verifies this credential on-chain before agreeing to any payment. 

5.2 Smart Industry and Autonomous Service Procurement 

In Industry 4.0 settings, machines equipped with AI may dynamically procure services 

from other machines or providers to optimize production. We consider a scenario of a 

smart factory with various IoT devices and services: robotic arms, sensor networks, and 

third-party service providers offering maintenance or data analytics. Using IOTPAY, 

these smart devices can autonomously negotiate and pay for services to minimize 

downtime and cost, essentially functioning as economic agents in a machine market-

place. 

Imagine a robotic arm on a factory floor that needs a recalibration service. In a tra-

ditional setup, it would alert a human manager who then contracts a service. With 

IOTPAY, the robotic arm (or its controlling AI) can itself detect the need and initiate a 

search for calibration services listed on an IoT marketplace. Several service providers 

(perhaps other machines or cloud services, each with their own DID and IOTPAY ac-

count) advertise their offerings and prices. The robotic arm’s system queries them au-

tomatically, maybe using predefined criteria (earliest availability, cost under a thresh-

old, high reputation score). The IOTPAY contract then releases the payment from the 

robotic arm’s wallet to the provider. All of this happens without human intervention, 

governed by the credentials and contracts set up by the machines themselves. 

This autonomous procurement is facilitated by IOTPAY’s ability to enforce multi-

party agreements. If the service wasn’t delivered satisfactorily, the robotic arm could 

contest the payment by not signing a completion confirmation, triggering a dispute res-

olution workflow. The important point is that routine services can be transacted by ma-

chines at machine-speed. This reduces delays and can lead to significant cost savings 

by optimizing resource use. It aligns with emerging AIoT (AI + IoT) paradigms where 

devices endowed with AI make decisions and interact with other systems intelligently 

[4]. 

6 Future Work 

Future milestones include the deployment of pilots in the energy and mobility sectors, 

and deeper integration with advanced cryptographic techniques such as Zero-

Knowledge Proofs (ZKPs). A key area of development involves enhancing a Smart 

Contract Enforcement Layer (SCEL) with comprehensive risk assessment capabilities 

derived from the DID-IMP platform, previously developed by Werenode as a founda-

tional infrastructure for decentralized identity management. Further research will focus 
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on optimizing transaction validation and batching, implementing complex multi-party 

transaction workflows, and ensuring alignment with emerging global standards for se-

curity and privacy. 

7 Conclusion 

We presented IOTPAY, a decentralized payment architecture enabling IoT devices to 

autonomously conduct secure, feeless transactions using blockchain and DID technol-

ogies. IOTPAY’s design brings together embedded wallets in devices, DPKI-based 

identity management, VC for permissions, smart contracts that enforce transaction 

rules, and risk assessment. This combination addresses key challenges in IoT com-

merce: removing costly intermediaries, ensuring trust in a peer-to-peer environment, 

and handling micropayments efficiently. Through detailed use cases in energy, logis-

tics, EV services, and industrial IoT, we showed how IOTPAY can streamline pro-

cesses that are cumbersome today. Each scenario highlighted not only the feasibility 

but also the tangible benefits – from reduced latency and admin overhead to new capa-

bilities like dynamic service marketplaces for devices. 

A recurring theme is the importance of trust and security in a fully decentralized 

setting. We showed how IOTPAY leverages and extends concepts from DID manage-

ment to maintain trust at scale. By using DIDs and VCs, devices can verify each other 

and the terms of engagement, while the blockchain provides an immutable log and self-

enforcing contracts. The feedback from initial deployments has been encouraging, con-

firming that such a system can work in practice and deliver value. It has also kept us 

grounded in real-world needs – usability, interoperability, and compliance cannot be 

afterthoughts. As we refine IOTPAY, we are incorporating these lessons: simplifying 

the user experience, providing governance tools, and adhering to emerging standards. 
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